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My 2008 Resolution:
To Get Into Good Security Habits

We hope you all had a happy and safe
holiday season. As we enter 2008, each of
us also hopes for prosperity, health and se-
curity. Achieving those goals is in large part
up to us individually.

Many of us probably made New Year’s
Resolutions at the stroke of midnight or in
the days surrounding the New Year. Some
of us perhaps resolved — with the best of
intentions — to quit smoking, or perhaps to
diet or exercise more, all in the name of our
personal health.

We may have vowed to spend less or
clean up credit card debt, with the goal to
improve our personal finances in the com-
ing years. Some folks will plan to attend
more of their kids” ball games, or volunteer
at the local shelter more often. All good
resolutions, for sure.

But how many of you made a New
Year’s Resolution about security? Did you

even think about the possibilities? Well we
have done some of that for you and here are
few to consider as we enter 2008, destined
to be, by all reports and accounts, even
worse security-wise than 2007.

My Work-Related New Year’s
Security Resolutions for 2008

1. I will find those old documents HR
gave me when I got hired and review
them.

2. I will make sure my passwords on all
systems meet company policy and
guidelines.

3. I'will find and completely review our
corporate security policy.

4. I will learn and make note of, whom
to call, e-mail or contact in case of a
physical or cyber emergency.

5. I will read at least one information

security book this year. (Non-fiction,
of course.)

6. I will never, ever, open an e-mail at-
tachment unless it has been scanned
by approved software.

7. I will not answer e-mails offering get
rich quick schemes, scams, or others
requiring my immediate attention
from people I do not know.

8. I will participate in security briefings,
training, and tests in order to make
me more of a secure user.

9. I'will learn to act as a human firewall
and human intrusion detection system
in order to help the security of our
company.

10. IfI suspect any security violation of
our company data or facilities, I will
report it immediately.

My Personal New Year’s Security
Resolutions for 2008

1. I will get a paper shredder for home,
and be more alert about personal data
I throw into the garbage.

2. I will set up ‘User’ non-admin ac-
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Who Ya Gonna Call?

Need to Report Something?

Contact Security, your IT man-
ager, or Help Desk immediately.

Good security comes from
timely response!




The Dream Security Aware User
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counts for everyone in the family.

3. T will check my paper and on-line
statements from banks, credit cards
and utilities diligently, to avoid be-
coming the victim of identity theft.

4. T will regularly clean up my personal
computer(s) with all patches, upgrades
and new security tools to meet the
new threats.

5. I will make sure my high-speed con-
nection has a firewall that keeps hos-
tile traffic from coming into my house
and from sending out our personal
information.

6. I'will not click through on e-mails
allegedly from my bank, credit card,
PayPal or other account warning me
of fraud. I will only use my normal
access methods, because the others are
probably frauds.

7. T will learn to use a ‘mouse-over’ to
see the real URL when I am asked to
click-through, especially when I am
on unfamiliar or potentially untrust-
worthy web sites.

8. I will subscribe to at least two security
news feeds so I can stay on top of the
latest threats to my computers and
electronic life.

9. I will talk with my kids and family
regularly to discuss the security threats
from the Internet as well as ethical
and legal behavior. I will, finally, really
install parental monitoring software to
see what my kids are doing on-line.

10. I will increase my level of security
awareness to protect my family and
our personal assets all year long.

Hopefully, these short lists of Resolu-
tions will trigger additional ideas of your
own, too. Not one of these Resolutions
is particularly difficul, as is true with all
security. It’s about doing and being aware of
lots of little things, so when they are added
up, your personal security and our company
security is measurably better.

If you think of a few of your own
Resolutions that would benefit others, share
them! Security Awareness is a TEAM EF-
FORT!

Let’s All Have a Successful, Safe and
Secure 2008!

Companies want their users to be
security aware.

We also want our users to report
security events. We want them to talk
to us. We want communication so that
a security event does not escalate out
of control. But we also do not want us-
ers taking security and highly technical
issues into their own hands at work.
We have IT and Information Security
Departments to handle things ac-
cording to well-established policy and
procedure.

Today, help desk pros increasingly
view their job as one of teaching, giv-
ing users confi-
dence to solve
some of their
own problems,
to experiment,
and to try new
things.

Some people
might think IT
help desk pros
would define
their Dream
User as the one
they never hear from. But you'd be
wrong. While I'T help desk experts
may have slightly differing opinions on
the more negative user archetypes they
see, a recent study showed they were
in agreement about the ‘user of their
dreams.” Here we have summarized
some of their comments:

* If we never hear from someone,
that probably means they’re fight-
ing through something that’s ruin-
ing their productivity.

* An experienced remote user called
after encountering an error mes-
sage while replacing a video card.

She wanted to know why that hap-
pened. Her desire for knowledge
was admirable.

* Our favorite user is a proactive
user. If people aren’t calling, that
probably means they’re getting
frustrated.

* Our Dream User is someone who
actually listens to what we say.

* We don’t mind if people call a lot.
Ignorance is fine, but listen to
what we are telling you and follow
through. Take notes if you have to,
and don’t be afraid. Be as recep-
tive and respectful as we've been to

you.

Users can best
help IT and
security folks by
being accurate.
That indeed may
mean writing
down notes, even
things you don’t
understand. The
more informa-
tion we have, the
better.

Also, keep in mind that a time-line
helps. Think of any cop show on TV
and they all develop time lines. Some-
thing like this might work:

1. Your computer was fine two days
ago.

2. Then A.B.C. happened yesterday in
the morning.

3. Then D.E.E happened when you
got back from lunch.

4. And this morning, nothing worked
at all.

By telling us what, when and where,
you make our jobs easier, we are more
effective, and we can solve problems
more efficiently.


http://www.techweb.com/encyclopedia/defineterm.jhtml?term=mouse+over

Kicking Bad E-Mail Habits
Into Good E-Mail Habits

E-mail has the honor of holding three
places in ubiquity:

1. It is how the vast
majority of busi-
ness is communi-
cated.

2. It is how the
vast majority of
businesses are
infected with
hostile software.

3. It is how the
vast majority of
businesses lose

productivity.

E-mail can be an addiction, and any
addiction can easily lead to mistakes, and
in our case, security relevant errors that can
affect our entire company. We all need it,
every day, but there are some tricks that
can help security and can improve your
productivity.

* One bad habit is hoarding e-mails,
unorganized, in the inbox. Some people
actually have thousands of e-mails held
in a single directory, which means they
are no longer in control of their e-mail
data. Running through e-mails quickly to
dispose of the unneeded ones can often
cause a usually ‘security aware’ user to open
something he otherwise wouldn’t. “Noo-
dling” through masses of e-mails becomes
a time waster and security risk. Handle
e-mail regularly, as often as necessary to
avoid overwhelming numbers of messages
you might carelessly race through.

* Good security policies should also
reflect some recognized and efficient meth-
ods for storing large numbers of e-mails.
Make sure you know company procedures
and recommendations for organizing and
backing up your e-mail files.

* E-mail also causes interruptions, which
can be a security problem. When an e-mail

arrives and the alert sounds, some people
immediately check to see who has written
to them. This distracts them from other
tasks, some of which
can easily have seri-
ous security implica-
tions to our company.
Consider turning off
automatic download,
and only “Get Mes-
sages” when you are
not doing several other
things. But do allow

7 ‘ > l enough time through-

out the day to sort
through them. Make
sure you know company e-mail policies.

* Sending an e-mail to too many people
is a waste of time, but can also uninten-
tionally spread hostile code if you do
happen to get infected. Imagine going into
a party with 100 people during the cold
and flu season. You or someone else at the
party could have a viral infection, but not
know it yet. This would be a good time to
avoid shaking hands and kissing cheeks.
Perhaps you should think about this before
sending mass copies of e-mails. Limiting
exposure is a good thing. And of course,
when at work, follow all company e-mail
policies.

Treat the use and organization of e-mail
as a security relevant duty in addition to
making sure it has been scanned for virus-
es. The bad guys know that many people
get careless about their e-mail habits and
use the inbox as a massive repository for
data. So, they send hostile e-mails with old
dates that will appear way down the list
in your inbox. While noodling, you come
across something old and interesting and
you ... <Click>, when you shouldn’.

Just another piece of valuable security
awareness that could help you avoid prob-
lems along the way.

COMING
NEXT
MONTH?

Corporate Crime

& Espionage

1. The Storm is the biggest com-
puter in the world. You will see how
and why you must defend against it.

2. 'The figures are in: Spam and Bots
are all about the money. We'll show
you what’s what.

3. 'There is more on-line spying
than you can imagine, often done by
governments themselves.

4. Are you a victim? Are you high
profile? Is your company? What spe-
cial precautions do you need to take?
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Accoding to security experts, the

biggest security vulnerabilities in
2007 were browser exploits, data
breaches and the ever-lurking spy-
ware. But 2008 will have a few new
security surprises for us including
iPhone hacks galore and P2P net-
work spammers. Cisco also released
its first report on the global state of
security, listing professional hackers

as one of the biggest vulnerabilties
of 2008!



http://www2.csoonline.com/blog_view.html?CID=33423
http://www.vnunet.com/vnunet/news/2205472/iphone-primary-target-hackers



